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The May election victory of the Bharatiya Janata Party led by 

Prime Minister Narendra Modi has opened opportunities for 

closer collaboration between New Delhi and Washington on a range 

of security, defense, economic and trade matters. One area that is 

particularly ripe for deeper engagement is cyber security--an emerg-

ing national security issue for both countries in which the level and 

scope of the threat is expanding quickly. While the U.S. and India 

have engaged each other on cyber security issues since 2001, when 

the Indo-U.S. Cyber Security Forum was first established, concrete 

cooperation to manage the threat remains minimal.

With the third largest population of on-line users, India’s increas-

ing reliance on the Internet means it is also increasingly vulnerable 

to cyber warfare. The threat comes from criminal hackers, terrorist 

networks, or nation-states conducting espionage or trying to disrupt 

critical infrastructure. The implications of cyber warfare for econom-

ic and commercial activity, military readiness, and public safety are 

By LISA CURTIS & SAMIR SARAN
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enormous. Guarding against increasingly sophisticated cyber at-

tacks has thus become a focal point of Indian – as well as the U.S.—

national security strategy.

Cyber attacks on Indian infrastructure – both private and pub-

lic – have become more common in the last few years. India was 

among the biggest victims of the global cyber espionage campaign 

GhostNet that targeted governmental, research, and military orga-

nizations1. Chinese espionage activities are likely responsible for 

the most serious cyber breaches in India, including the March 2013 

hacking of India’s Defense Research and Development Organization 

(DRDO) computer systems. In June 2012, cyber attacks were report-

ed on the systems of the Indian Navy’s Eastern Command, responsi-

ble for maritime activities in the South China Sea. 

The U.S. has become more vocal about its concerns with Chinese 

cyber espionage in America and in May charged five People’s 

Liberation Army (PLA) officers for computer hacking and econom-

ic espionage against U.S. corporations. The Chinese were furious 

about the charges, vehemently denying them and urging Washing-

ton to revoke the indictments. 

Another problem both India and the U.S. face is terrorists’ ex-

1  Ravi Venkatesan, “An IT emperor with no clothes, India lays bare to cyber attacks,” The Times of 

India, July 27, 2014, at http://timesofindia.indiatimes.com/home/stoi/all-that-matters/An-IT-emperor-with-

no-clothes-India-lays-bare-to-cyber-attacks/articleshow/39083883.cms.
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victims of the global cyber espionage 
campaign GhostNet that targeted 
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ploitation of the Internet to spread propaganda, communicate with 

each other, and recruit members. The Indian domestic terrorist group, 

India Mujahideen (IM), has been particularly adept at using social 

media to communicate as well as recruit members. IM members 

reportedly used Facebook and other chat sites to cryptically commu-

nicate with one another, while relying on proxy internet providers 

and software to hide their actual locations. 

India has begun to address its cyber security challenges in a se-

rious way. The Indian government published its first ever National 

Cyber Security Policy in July of last year. The policy emphasizes 

research and development of indigenous security technology and 

enhanced public-private partnership. It further encourages private 

organizations and companies to adopt more effective IT regulations 

and infrastructure in conformity with international best practices 

and calls for developing a workforce of 500,000 cyber specialists 

over the next five years2. India has also created a multi-agency Na-

tional Cyber Coordination Center and plans to establish a tri-service 

cyber command within the defense services. 

To further boost cyber security, India recently set up the Nation-

al Critical Information Infrastructure Protection Center (NCIIPC) 

charged with protecting assets in sectors like defense, finance, en-

ergy, and telecommunications. The Indian Computer Emergency Re-

2 Indian Notification on National Cyber Security Policy-2013 (NCSP-2013), July 2, 2013, at https://

www.huntonprivacyblog.com/wp-content/files/2013/07/National-Cyber-Security-Policy-1.pdf.
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sponse Team (CERT-In) also protects cyber assets in non-critical ar-

eas and acts as coordinating agency for any cyber emergencies. The 

Indian government budgeted around $7 million for cyber security in 

2013 compared to U.S. spending of about $751 million. 

The previous Manmohan Singh government laid the groundwork 

for boosting Indian engagement with other nations on cyber issues 

and participation in international cyber security dialogues. Former 

National Security Advisor Shiv Shankar Menon said India should 

pursue development of common standards for security cooperation 

in cyber space with other major IT powers, rather than attempting 

to go it alone3. The BJP government is expected to take this agen-

da forward, having identified cyber security as a priority in its 2014 

Election Manifesto. 

The highlight of U.S.-India engagement on cyber security was the 

signing of a memorandum of understanding (MOU) between the 

Department of Homeland Security and India’s Ministry of Communi-

cations and Information Technology shortly after the inauguration of 

the U.S.-India Homeland Security Dialogue in July 2011. 

While the reasons for expanding U.S.-Indian cooperation on cy-

bersecurity and internet governance are compelling, there remain 

obstacles to deepening engagement on such sensitive issues. A spy-

3 Sandeep Joshi, “NSA scoffs at Indian Prism, favours cooperation on cyber security, The Hindu, 

July 22, 2013, at http://www.thehindu.com/news/national/nsa-scoffs-at-indian-prism-favours-coopera-

tion-on-cyber-security/article4938279.ece.

The growing global cyber security 
challenges demand that India and the 
U.S. build a better foundation of mutual 
trust for cooperation on intelligence and 
counterterrorism. 

I
N
T
R
O
D
U
C
T
I
O
N

http://www.thehindu.com/news/national/nsa-scoffs-at-indian-prism-favours-cooperation-on-cyber-security/article4938279.ece
http://www.thehindu.com/news/national/nsa-scoffs-at-indian-prism-favours-cooperation-on-cyber-security/article4938279.ece


INDO-US COOPERATION ON INTERNET GOVERNANCE & CYBERSECURITY

9

ing scandal in 2006 involving U.S. and Indian officials participating 

in the cyber security forum put a severe damper on cooperation for 

several years. Indian officials remain highly suspicious of U.S. mo-

tives and believe the U.S. will seek to exploit the cyber security rela-

tionship for U.S. intelligence gathering. 

The revelations from the Edward Snowden files have only height-

ened India’s concerns about American intelligence collection. The 

Snowden files revealed that India was the fifth most tracked nation in 

terms of intelligence gathering by the U.S. National Security Agency 

(NSA). Additional information released by Edward Snowden shows 

that the NSA was authorized by a U.S. court in 2010 to carry out sur-

veillance on the BJP along with five other foreign political organiza-

tions, including Egypt’s Muslim Brotherhood and the Pakistan Peo-

ple’s Party (PPP). The Indian Foreign Minister Sushma Swaraj told U.S. 

Secretary of State John Kerry that NSA spying on the BJP leadership 

was “completely unacceptable” when he visited India in late July.

The growing global cyber security challenges demand that India 

and the U.S. seek ways to build a better foundation of mutual trust 

when it comes to cooperation on intelligence and counterterrorism. 

As was visible in the investigations that followed the 2008 Mumbai 

terror attacks, fissures can crop up between the intelligence agen-

cies of both countries. Indian intelligence officials were initially up-

set that the U.S. had not shared information about terrorist David 

Headley with them. Later, India’s limited access to Headley revealed 
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how much these information exchanges can interfere with sover-

eign immunities. Both countries need to make a push to adjust do-

mestic laws in order to allow for greater sharing of data about ter-

rorist activities. 

The India-U.S. dialogue on cyber security issues is currently focused 

narrowly on technical issues. The two sides needto expandthe di-

alogue to cover the international dimensions of cyber security. Two 

factors constrain the prospects for such a dialogue. One, there is vast 

asymmetry in the cyber capabilities of India and America. Two, move-

ment toward regulation of the cyber domain is a work in progress in 

both New Delhi and Washington. 

Despite many differences, India and the U.S. have a shared inter-

est in developing a sensible framework for regulating security pol-

itics in the cyber domain. Both are democracies and are vulnerable 

to similar threats like terrorism. Both have concerns triggered by the 

rise of China and Beijing’s approach to international security. There 

are strong corporate sectors in both countries and there are grow-

ing linkages between their IT industries. In the past, India and the 

United States ended up on opposite sides of drafting international 

security treaties. They can’t afford to let that pattern reemerge in the 

cyber domain.

In the past, India and the United 
States ended up on opposite sides of 
drafting international security treaties. 
They can’t afford to let that pattern 
reemerge in the cyber domain.
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forward progress_

As worldwide concerns on cybersecurity grow, preventing war 

and regulating conflict in the cyber domain through a treaty 

have come to the top of the international agenda. The last few years 

have seen a growing body of effort to bring the cyber domain un-

der international law. It is based on two sets of convictions. One 

is the historical experience. Every new domain that has emerged 

over the last few centuries of the modern age—maritime, air and 

space—have all been brought under international regulation despite 

the unique complexities that each presented. 

All of them were inevitably securitized; yet, a set of rules and norms 

have been negotiated for each domain by the international commu-

nity. The other is the assessment no single country can address on 

its own all the security challenges that the cyber domain presents. 

Therefore a measure of international cooperation in the cyber realm, 

many believe, is a necessity. As international negotiations on a cyber-

security treaty advance incrementally, there is need for a sustained 

Towards International  
Treaty on Cybersecurity:  
A Bilateral Dialogue 
Between India and the US
By C. RAJA MOHAN
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and purposeful engagement between India and America. This paper 

explores some of the challenges of constructing such a dialogue. 

The U.N. Group of Governmental experts established by the Sec-

retary General has provided a valuable forum for discussion on 

cybersecurity issues in the last few years among major powers. In 

a report submitted in August 2013, the GGE presented a number of 

propositions agreed by consensus among its members. The GGE 

asserted that the traditional principles of international law are ap-

plicable to the cyber domain, thereby bridging an important debate. 

Given the difficulties of delimiting state boundaries and affixing 

state responsibilities in the cyber domain, many had argued that the 

traditional international law is not of much value in regulating of 

cyberspace. Technological diffusion and the capacity of individuals 

and non-state actors to inflict considerable damage have also been 

viewed as limiting the possibility of inter-state agreements. In cy-

berspace, the GGE held, states should comply with the prohibition 

on the use of force, respect territorial sovereignty, and the principle 

of settling disputes by peaceful means in much the same way as in 

the physical world. The right, specified in Article 51 of the U.N. Char-

ter, to self-defense including the use of force would apply if a cyber 

attack reached the level of an ‘armed attack’. The report, however, 

refrained from spelling out when this could be the case. 

The report offered a set of recommendations on the principles of 

responsible behavior in cyber space, proposed a slew of confidence 

The idea of a formal treaty to regulate 
cyber warfare draws mixed responses. 
For an entirely different set of reasons 
India and the U.S. are both ambivalent 
towards cybersecurity treaties. 
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building measures such as exchange of information on national cy-

ber policies, sharing knowledge on best practices, promotion of re-

gional consultations, and expansion of cooperation in law enforce-

ment and international assistance for capacity building. While the 

recommendations of the report are a step forward, translating them 

into treaty language will not be easy. The devil as they say is always 

in the detail. Yet, the idea of a formal treaty to regulate cyber war-

fare draws mixed responses in both Washington and Delhi. For an 

entirely different set of reasons, some of which are rooted in their 

strategic culture, India and the U.S. are both ambivalent towards 

cybersecurity treaties. 

For America, the question is about sustaining its extraordinary 

lead in cyber technologies and its freedom of operation in the 

cyber domain. Many in the U.S. see regulation and arms control will 

end up constraining America while allowing its rivals and others 

catch up. Opponents of cyber arms control also point out that while 

the U.S. is compelled by its laws to abide by international agree-

ments, other countries may not be so fastidious. This approach on 

the right is contested by the multilateralists in the American estab-

lishment who believe U.S. should take the leadership in regulating 

cyber space because, American technological primacy is likely to be 

short-lived in the cyber domain. They also argue that the U.S. is far 

more vulnerable than its adversaries given the centrality of cyber-

space in the advanced U.S. economy. This also makes the U.S. more 

F
O
R
W
A
R
D
 
P
R
O
G
R
E
S
S



INDO-US COOPERATION ON INTERNET GOVERNANCE & CYBERSECURITY

14

susceptible to asymmetric warfare. Therefore cyber arms control is 

a useful way of limiting potential threats and serves American inter-

ests over the long term. 

These arguments prevailed under President Barack Obama, who 

moved beyond the previous administration’s opposition to mul-

tilateralism in cyber space. Since then the U.S. has been more open 

to engagement with the other powers in various U.N. and other fo-

rums. This does not mean there is a domestic consensus in America 

on the best approach to cyber security. The divide between unilateral 

and multilateral approaches within the U.S. is deep. The history of 

arms control reminds that these differences limit the U.S. room to 

negotiate agreements and implement those that have been agreed 

upon in multilateral forums. This in turn makes other nations wary of 

engaging the U.S. on security negotiations. 

India too has an unresolved tension between multilateralism and 

unilateralism in dealing with international treaties. Given the liber-

al internationalist orientation of its national movement, India was a 

strong votary of international institutions, multilateralism and the 

development of norms in the global arena. Some of the security 

challenges it faced and the negative experience of taking the Kash-

mir question to the United Nations Security Council had dampened 

this enthusiasm for multilateralism but has not eliminated it as a 

major element in its approach to global issues. 

Over the decades, India has taken the lead in multilateral negoti-

As a potential power in its own right, 
India might have to carve out a 
path that is bound to diverge from its 
traditional approaches to international 
security. 
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ations, including those relating to security and arms control. India’s 

emphasis was on three D’s—disarmament, development and non-dis-

crimination. This emphasis on universalism won India many plaudits 

from the liberal internationalists around the world. The problem, how-

ever, was India’s idealist approach ran afoul of realpolitik at the inter-

national level and its security imperatives at the national level. India 

which initiated the debate on nuclear non-proliferation in the Eighteen 

Nation Disarmament Conference at Geneva in the 1960s, found itself 

at odds with nuclear non-proliferation treaty (NPT) that was finalized 

in 1968. Similarly on the question of a comprehensive test ban treaty, 

India was a great champion of the concept but was utterly isolated 

when the treaty came into being in 1996. 

India’s current positions at the international level on cybersecurity 

are largely derived from the Foreign Office’s inherited traditions of 

its multilateralism, deeply influenced since the 1970s by the North-

South dimension. The national security establishment in Delhi, how-

ever, is conscious of the urgent imperative of building domestic 

capabilities. The realists there have no time for grand-standing on 

the global stage on cyber issues. India’s approach to international 

security issues in the past was dominated by principles of equity and 

non-discrimination. As a potential power in its own right, however, 

India might have to carve out a path that is bound to diverge from 

its traditional approaches to international security. As in the nuclear 

domain, so in the cyber realm, India’s national interests may not be 
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aligned with the collective positions of the South. India’s primary 

challenge is to bring in a measure of pragmatism to its engagement 

on cybersecurity issues that can effectively combine its traditional 

tenets of internationalism with the strategic dynamic unfolding in 

the cyber domain. 

As the weakest of the major powers, India must learn to nimbly 

navigate the dynamic among the great powers on cybersecu-

rity issues. In the past India used to urge great powers to abide by 

norms in the management of security challenges, but was deeply 

perturbed by any collaboration between the major powers. For ex-

ample, India was deeply concerned about bilateral nuclear arms 

control between Washington and Moscow and the implications of 

their joint championship of the nonproliferation regime. Today India 

worries about the potential consequences of a cyber security trea-

ty that might emerge out of bilateral negotiations between America 

and China. India must also be conscious of the fact that technologi-

cal change and rise of new powers generates pressures for rewriting 

the international rules. 

India has indeed stepped up its engagement with the major pow-

ers on cybersecurity issues. This engagement was hobbled by the 

weak governments in Delhi that were unable to overrule individu-

al departments in the making of important policies. With a strong 

central government now in place under the leadership of Narendra 

Modi, considerations of national security and power balances are 

Despite being a democracy, internal 
security considerations often put 
India at odds with the U.S. and on the 
same side as Russia and China on some 
aspects of cyber regulation.
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likely to have a greater salience in India’s international approach to 

cyber issues. As the cyber domain draws attention from the Modi 

government, India must necessarily look for building functional coa-

litions to secure its own interests in the global arena. Any which way 

that India looks at cybersecurity issues, the U.S. looms large. De-

spite being a democracy, internal security considerations often put 

India at odds with the U.S. and on the same side as Russia and China 

on some aspects of cyber regulation. But broader considerations of 

international regime building on cybersecurity and the new com-

pulsions for security partnership between Delhi and Washington in 

Asia, Indian Ocean and beyond demand substantive consultations 

between Delhi and Washington.  

The current India-U.S. dialogue on cyber security issues is cur-

rently focused narrowly on technical issues. This needs to be ex-

panded to cover the international dimensions of cyber security. Two 

factors constrain the prospects for such a dialogue. One, there is 

vast asymmetry in the cyber capabilities of India and America. Two, 

the national policy towards on international regulation of the cyber 

domain is work in progress in both Delhi and Washington. These 

realities, however, do not reduce the imperative for the Indo-U.S. 

dialogue on cybersecurity. Despite many differences, India and the 

U.S. have a shared interest in developing a sensible framework for 

regulating security politics in the cyber domain. Both are democra-

cies and are vulnerable to similar threats like terrorism. Both have 
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concerns triggered by the rise of China and Beijing’s approach to in-

ternational security. There are strong corporate sectors in both coun-

tries and there is a growing integration between their IT indsutries. 

In the past, India and the United States ended up on opposite sides 

of drafting international security treaties. They can’t afford to let that 

pattern reemerge in the cyber domain.

Both India and the United States have 
concerns triggered by the rise of 
China as an economic and political 
power and Beijing’s approach to 
international security.
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cooperation_

Any contemporary discussion on Internet Governance must nec-

essarily respond to some key inquiries. First must be the on the 

role and responsibility of institutions tasked to look into (some aspects 

of) this sector under the United Nations (U.N.) framework, their com-

petence and capacity to respond to the multi-layered governance the 

internet demands and if other multilateral frameworks must evolve in 

this sector to more efficiently mange the digital domain.

 The second question has to be on the participation of various cat-

egories of stakeholders as we develop and evolve key rules, norms, 

codes and principals that will help us better manage the demands of 

businesses, citizens and governments on and from the sector. And 

how we ensure that any one set of stakeholders do not unfairly bias 

the nature and form of digital flows, communication and commerce. 

 The third central enquiry must be on how nations respond to the 

whole nation of sovereignty, jurisdiction and territory in the digital 

space and therefore how does the notion of global governance rec-

International Internet 
Governance
By SAMIR SARAN
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oncile with domestic approaches of individual nation states.

 And finally for the purpose of this research we must discuss how 

could a U.S. and India partnership in the digital space satisfactori-

ly navigate the above debates in a manner that benefits both and 

strengthens an open, inclusive and equitably governed Internet.

The role of the United Nations, and its capacity to be able to re-

spond to the particular and peculiar challenges of the digital age 

need to be weighed. The fact is that the U.N. is the most legitimate 

body in global governance today, and has been used as such to de-

bate topics as wide ranging as climate, war and human rights. But it 

is limited when it comes to the governing the internet as it does not 

have the processes to assimilate both breath of activities within this 

area, and the fast moving technologies that constantly re-shape gov-

ernance challenges. The shape of any single U.N. platform to govern 

internet processes will also be a challenge: currently a decentralized 

structure to internet governance has developed because the internet 

exists on parallel planes. There are bodies to look at challenges of 

infrastructure, domain registry, content and freedom of expression 

and so on. Not all of them are binding in nature, but feed into the 

larger processes and bodies that exist today. 

This challenge can be highlighted by reaction to a proposal from 

India in 2011, suggesting that global internet governance be moved 

under a U.N. body, which could meet twice a year. It was met with stiff 

opposition from much of the internet community. On its part, the U.S. 

The fact is that the U.N. is the most 
legitimate body in global governance 
today, and has been used as such 
to debate topics as wide ranging as 
climate, war and human rights. 
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has consistently remained on the other side of the debate; putting 

its weight behind the decentralized internet governance mechanisms 

that exist today. There is also the point that non-government actors, 

which includes business and civil society, need more space than a sin-

gle U.N. platform would allow; given that every citizen of the world is 

either a stakeholder or soon to become a stakeholder in cyberspace. 

And the prominence India has given to the U.N. in this field might 

have been oversold; after all, in the past, just like the U.S., India 

has also taken a realist approach to the U.N. When necessary and 

crucial, both countries have opted to ‘go it alone’, for example, the 

U.S. during the time of the Iraq war, and India at the time of the 

Bangladesh war. This hypocrisy is common to both countries, who 

have reaffirmed the centrality of the U.N. when it has suited them. 

Therefore, India’s perceived affinity towards the U.N. on internet 

governance matters is certainly not a matter set in stone. 

There is also the case of cyber security, a subset of global inter-

net governance. The growing number of cyber crimes and cyber 

threats make it impossible for countries to wait for a global gover-

nance mechanism to develop to solve these issues. For example, all 

countries have not ratified the Budapest Convention, drafted to look 

at the subject of cyber crime. Instead, many countries have looked 

to each other for bilateral and multilateral agreements to share best 

case practices, technology, information on terrorist activities and co-

ordination between law enforcement officers. 
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However, the U.N. will always remain a valuable platform because 

of its demonstrated legitimacy as a common arena for sovereign 

nations to deliberate. This is the reason the Group of Governmental 

Experts (GEE), operating under the aegis of the U.N., has been suc-

cessful in working on state responsibility and ‘norms of cyberspace’ 

through the meetings. Having said this, the GGE might well be ex-

panded from the current structure of 13 countries participating to a 

Digital 20; however, it will most likely remain under the U.N. rubric, 

with active support from both India and the U.S. 

This is also the reason that a multistakeholder process for global 

internet governance processes that deal with the internet’s crit-

ical infrastructure and jurisdictional issues which shape the global 

cyber market, are unlikely to be supported by India. The reason lies 

in legitimacy of representation. Given that only a minority of the 

Indian population is online, the government will not allow any civil 

society and/or business ‘representatives’ to capture policy making 

spaces, and speak for ‘Indians’. Nor is Indian civil society and busi-

ness so mature as to be given an equal say along with the gov-

ernment of India, which is still grappling with questions of access, 

security and last mile connectivity for its people. At the same time, 

given the amount of businesses and CSOs that are funded by U.S. 

and other countries, currently active in pushing MSM in India, the 

government is suspicious of what could be construed as interven-

tionism in national decisions.

Given that only a minority of the Indian 
population is online, the government will 
not let any civil society and/or business 
‘representatives’ to capture policy 
making spaces, and speak for ‘Indians’.
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These are some of the guiding reasons why India will not blindly 

accept a multistakeholder model at the international level. The U.S., 

on the other hand, has companies and civil society organizations 

who have been engaging with the global internet for decades. U.S. 

companies are giants in the cyberspace, looking for newer markets 

to expand into. Their success is the success of the U.S. economy, 

and therefore, to a large extent, the two stakeholders find their inter-

ests aligned. The same can be said for many CSO, often funded by 

government or business, who fight for the U.S. ideals of freedom of 

expression and human rights for internet users. 

In fact, the biggest technology companies in the online universe 

are from the U.S. Critical infrastructure of the internet, such as 

root servers and domain names fall under U.S. jurisdiction. The data 

servers, on whose geographic location, jurisdiction is defined, are 

more often than not, based in the U.S.. In fact, the U.S. dominance 

is not threatened in the least by most of the multistakeholder plat-

forms that exist, because the fundamentals are set in its favour. In 

this regard, the U.S. mirrors India’s propensity for sovereignty, even 

though it pays out in a very different manner on the global stage. 

There is also further pause to be given to the role of the private 

sector in internet governance. The internet was created to be a open 

network, where information would be shared freely. It did not have 

laws restricting trade and knowledge transfer. This allowed U.S. 

companies to grow manifold and access newer markets. Now, the 
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same companies would like to restrict, either through laws or tech-

nological solutions, the same benefits to smaller players. Therefore, 

a stringent intellectual property regime is emerging. Net neutrality 

is contested. For countries like India, who have millions of small and 

medium entrepreneurs waiting to make their own millions online, 

fair playing rules are essential. The government has the responsi-

bility to be able to provide its citizens a robust internet environment 

that lets them be producers, not just consumers of the global digital 

market. Therefore, India might seem to cast a suspicious glance at 

the intentions of the U.S. private sector, but it is only so that it can 

grow its own. Both countries want free trade and vibrant markets.

Ultimately, the domestic approaches of individual nation states 

in the areas sovereignty, jurisdiction and territory in the digital 

space will guide their approach to global governance. China, for ex-

ample, has built its own critical infrastructure and can function inde-

pendently of any global arrangements. The U.S., on the other hand, 

has its jurisdiction extend to ICANN, the body that assigns IP address-

es and domain names across the world wide web. The question for 

Swing States such as India then becomes – will they be allowed to 

co-manage critical resources and retain their territory in the digital 

space? Or does the current system force them to follow another coun-

try’s lead? Would they rather invest in their own critical infrastructure, 

allowing them to engage with the global internet at will? 

Given these points of departure, and certainly, convergence, it 

India might seem to cast a 
suspicious glance at the intentions of 
the US private sector, but it is only so 
that it can grow its own. Both countries 
want free trade and vibrant markets.
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would be mutually beneficial for the U.S. and India to explore a bi-

lateral treaty that paves the way for sovereign nations to sign agree-

ments for mutually beneficial trade. Such a treaty could also iron out 

any issues of jurisdiction that might occur, as has been done in the 

dual taxation policies. The co-sharing of critical infrastructure could 

also be addressed. Such an agreement, for two of the most digitally 

important countries of the world, would be a natural evolution.C
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Two countries who share so many common values; democra-

cy, rule of law, freedom of expression, liberty, multicultural-

ism, freedom of religion, have not yet been able to operationalize 

a strategic partnership that would define the 21st century. Instead, 

that ‘big idea’ which could form the basis for the next phase of the 

U.S.-India relationship has seemed elusive. Indian strategic thinker, 

C. Raja Mohan, suggested in 2010 that this need not be the case, 

and the basis of this partnership could be the protection of the glob-

al commons – oceans, air, outer space and cyber. In this backdrop 

of the instability of these commons, and the growing pressure on 

U.S. ability to secure these spaces, Mohan suggests that since free 

flow of information and trade across these global commons is vi-

tal for both economies, India could serve as a natural ally for the 

U.S.1. Admittedly, this is not an easy task, especially in the area of 

1 C Raja Mohan. ‘India, the United States and the Global Commons.’ Centre for a New American 
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the cyber domain. Misapprehensions about U.S. dominance, their 

capabilities and intent as revealed by the Snowden disclosures cast 

a shadow over common areas of interest. Yet both countries seem 

to understand there is much to be gained from closer collaboration, 

especially given the increasing intensity of threats to their digital 

boundaries, and State Responsibility in controlling the proliferation 

of such activities.

Globally, accusations citing cyber attacks from across borders are 

becoming increasingly common. In fact, many countries who been 

vocal about being the victims of cyber attacks, have been at times 

been perpetrators themselves. For example, the United States, which 

has in May 2014, indicted members of the Chinese military for engag-

ing in acts of hacking and spying on U.S. businesses and entities, has 

itself being accused of launching the virus Stuxnet in 2010 (in collabo-

ration with Israel) on Iran’s nuclear centrifuges, destroying one-fifth of 

them. And in turn, Iran has been accused of ‘non-stop cyber attacks’ 

on major computer systems in Israel2 . There is also the 2014 case of 

Russian hackers attacking U.S. bank J.P. Morgan and stealing sensi-

tive data to sell in the global black market. Some analysts suggest that 

these actions are in retaliation to Western economic sanctions against 

Russia. Therefore some common, global understanding of the rules of 

Security. October 2010: http://www.cnas.org/files/documents/publications/CNAS_IndiatheUnitedState-

sandtheGlobalCommons_Mohan.pdf

2 Reuters. ‘Iran ups cyber attacks on Israeli computers: Netanyahu’ June 9, 2013. Accessed at: http://

www.reuters.com/article/2013/06/09/us-israel-iran-cyber-idUSBRE95808H20130609

http://www.cnas.org/files/documents/publications/CNAS_IndiatheUnitedStatesandtheGlobalCommons_Mohan.pdf
http://www.cnas.org/files/documents/publications/CNAS_IndiatheUnitedStatesandtheGlobalCommons_Mohan.pdf
http://www.reuters.com/article/2013/06/09/us-israel-iran-cyber-idUSBRE95808H20130609
http://www.reuters.com/article/2013/06/09/us-israel-iran-cyber-idUSBRE95808H20130609
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state behavior in cyberspace is needed. 

Currently, under Article 51 of the U.N. Charter, States, individu-

ally or collectively, have the right to defend themselves should an 

‘armed attack’ occur3. There is much work being done in the area of 

international law to understand the terms ‘armed act,’ ‘acts of ag-

gression’ and ‘force’ when it relates to cyber, as there is no interna-

tional consensus on the issue. And as witnessed in the U.S. case, 

acts of espionage (which have been attributed to the State, in this 

case China) are short of a cyber attack, but still considered to have 

significant consequences on the economy. Under these circum-

stances, and others that have preceded it, the global conversation 

has been veering towards chalking out rules of cyberspace. 

Two schools of thought have emerged. The first is a solution put 

forward by China, Russia and a few other countries, is to have 

an international code of conduct with a view to protecting the in-

formation security. This has been formalized in the Eurasian group-

ing called the Shanghai Cooperation Organization. The members 

are China, Russia, Uzebekistan and Tajikistan, among others. India 

has observer status at the SCO and is up for full membership. Their 

2009, Yekaterinburg Declaration stated: “the SCO member states 

stress the significance of the issue of ensuring international infor-

mation security as one of the key elements of the common system 

3 U.N. Charter, ‘Chapter Vii: Action With Respect To Threats To The Peace, Breaches Of The Peace, And 

Acts Of Aggression, ‘ Article 51. Accessed At: http://www.un.org/en/documents/charter/chapter7.shtml

Experts have pointed out that countries 
should share their military doctrines 
on how they will use cyber techniques 
for offensive purposes, to achieve 
international stability in cyberspace.

P
O
L
I
C
I
N
G

http://www.un.org/en/documents/charter/chapter7.shtml


INDO-US COOPERATION ON INTERNET GOVERNANCE & CYBERSECURITY

29

of international security.” In 2013, Russia and China submitted an 

‘International Code of Conduct for Information Security’ to the Unit-

ed Nations4 . The code dwells on information security in a few parts, 

including – “…curbing the dissemination of information that incites 

terrorism, secessionism or extremism or that undermines other 

countries’ political, economic and social stability, as well as their 

spiritual and cultural environment.” 

This is the point of departure for many other nations, who are 

less concerned with ‘information security,’ often seen as securi-

tization of free speech. Instead, prefer to focus on ‘network security’, 

that is, keeping the critical resources that keep cyberspace function-

ing protected. This is also the stated point of view of the U.S. To that 

end, some experts have pointed out that countries should share, 

to some extent, their military doctrines on how they will use cyber 

techniques for offensive purposes, to achieve international stability 

in cyberspace5. This also leads into the very pertinent question of 

what constitutes an act of war in cyberspace. Here, an argument 

has been made for the international community to shape ‘norms;’ to 

shape behavior and limit conflict in cyberspace. This view has been 

worked on at the United Nation’s Group of Governmental Experts 

meetings, and has included U.S. and its NATO allies, India, and even 

4 International code of conduct for information security. UNGA, 66th Session, Item 93 on Provisional 

Agenda. Accessed at: http://www.rusemb.org.uk/data/doc/internationalcodeeng.pdf

5 Jim Lewis. ‘Multilateral Agreements to Constrain Cyberspace’, Arms Control Today, June 2010.
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China. The third meeting of the GGE in June 2013 released its report, 

which concluded that, ‘international law and in particular the United 

Nations Charter, is applicable and is essential to maintaining peace 

and stability and promoting an open, secure, peaceful and acces-

sible ICT environment6. ’ The non-binding exercise seeks to derive 

norms from existing laws. It also states: States must meet their inter-

national obligations regarding internationally wrongful acts attribut-

able to them. States must not use proxies to commit internationally 

wrongful acts. States should seek to ensure that their territories are 

not used by non-State actors for unlawful use of ICTs.

Presently, the Tallinn Manual, produced by NATO (North Atlantic 

Treaty Organization) in 2013, seeks to examine how existing in-

ternational norms apply to cyber ‘warfare’. It states in Rule 11 that “a 

cyber operation constitutes a use of force when its scale and effects 

are comparable to non-cyber operations rising to the level of a use 

of force.” These operations are to be measured according to a vari-

ety of factors: severity, immediacy, directness, invasiveness, mea-

surability of effects, military character of the cyber operation, extent 

of State involvement, and presumptive legality7.

6 Report of the Group of Governmental Experts on Development in the Field of Information and Tele-

communication in the Context of International Security, submitted to the U.N. General Assembly 68th 

Session, June 24, 2013

7 Michael N. Schmitt, Tallinn Manual on the International Law Applicable to Cyber Warfare, ed. Mi-

chael N. Schmitt (Cam- bridge: Cambridge University Press, 2013), 13

Experts have criticized the Talinn 
Manual’s narrow view of State 
Responsibility, saying that it gives the 
initiative to attackers, implying that 
large-scale cyber-intrusions are possible.

P
O
L
I
C
I
N
G



INDO-US COOPERATION ON INTERNET GOVERNANCE & CYBERSECURITY

31

However, some experts have criticized its narrow view of State 

Responsibility, saying that it gives the initiative to attackers, send-

ing the message that huge numbers of cyber-intrusions are possible 

with impunity. The question they ask is that does this encourage cy-

ber-aggressive states to push the envelope8 . The growing concern, 

understandably, is the protection of their critical infrastructure which 

are vulnerable to cyber attacks from all quarters. This is concern for 

the U.S. and India alike.

The reality is that even if digital forensics could trace the origin 

of a cyber attack, it can be extremely difficult to get States to even 

acknowledge there is non-state activity emanating from their territo-

ries. Indian security experts feel that in some cases, there will be a 

genuine lack of capacity to control cyber events on one’s soil; in other 

cases, some states could deliberately build ambiguity to mask their 

role. Another question worth considering is that the State complicit 

in a cyber attack either by financial or other forms of assistance?

Offline, India’s own experience with Pakistan, with an aim to 

control international terrorism, has not been very positive. The 

country maintains plausible deniability in supporting terror groups 

operating in Afghanistan and India, and the international system has 

8 Peter Margulies. ‘Sovreignity and Cyber Attacks: Technology’s Challenge to the Law of State Re-

sponsibility.’ 2013, Melbourne Journal of International Law, Volume 14, University of Melbourne: http://

www.law.unimelb.edu.au/files/dmfile/05Margulies-Depaginated.pdf
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been unable to compel Pakistan to change its behavior9. Add to this 

scenario, a statement made by India’s Minister for Communications 

and Information Technology to Parliament in July 2014: cyber attacks 

on India originate in the UAE, Europe, Brazil, Turkey, China, Pakistan, 

Bangladesh, Algeria and the U.S.10.

The question then, for India and the U.S. is how can the global gov-

ernance regime induce other States to reduce threats from their own 

borders. Norms that constrain cyber attacks is one strategy. This is 

also where their ‘big idea’ – of protecting the cyber commons – could, 

in part, be met with another strategy. Closer cooperation for techno-

logical solutions will complement the political solutions. Knowledge 

exchanges between their CERTs (Computer Emergency Response 

Teams), war games, educational, scientific and research cooperation, 

and other safeguards could help build formidable digital borders that 

rogue States and groups would not want to risk infiltrating. 

Cooperation also includes strengthening the India-U.S. Counter 

Terrorism Initiative, established in 2009, which is continuing 

through India-U.S. strategic dialogue meets. However, there are 

some bottlenecks that need to be ironed out. As was visible in the 

9 Dr C Raja Mohan “Negotiating Cyber Rules” in the Cyber Debates special issue of Seminar Maga-

zine March 2014. Accessed at: http://www.india-seminar.com/2014/655/655_c_raja_mohan.htm

10 Shauvik Ghosh. ‘Govt looks to beef up cybersecurity before Independence Day.’ August 9, 2012. 

Accessed at: http://www.livemint.com/Politics/hpNSiKsZcwu3Ldy8TslOsL/Govt-looks-to-beef-up-cyber-

security-before-Indepence-Day.html?utm_source=copy

Closer cooperation on digital forensics—
and identifying the source of 
attacks—would, in the longer term, help 
simplify the application of international 
law in cyberspace. 
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investigations that followed the horrific 2008 terror attacks, fissures 

can crop up between the intelligence agencies of both countries. At 

first, Indian intelligence agencies cried fowl that the U.S. had not 

shared information about terrorist David Headley with them. Later, 

India’s limited access to Headley revealed how much these informa-

tion exchanges are susceptible to sovereign immunities. Both coun-

tries need to make a definite push to fix national legislation in order 

to share data about terrorist activities, unhindered by domestic laws. 

This is essential to safeguard this growing digital partnership.

Closer cooperation on digital forensics—and identifying the 

source of attacks—would, in the longer term, help simplify the ap-

plication of international law in cyberspace. It would also provide a 

much-needed deterrent to States indulging in economic espionage 

and cyber crimes. A framework of cooperation is the order of the 

day, to keep stable and secure, the networks both countries so heav-

ily rely on.
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The U.S. and India face significant cybersecurity threats that 

jeopardize critical infrastructure, the freedoms that democra-

cies exercise online, and the economic viability of businesses. The 

cybersecurity status quo is unstable, especially when considering 

the enormous and growing scope of these threats, particularly to 

the private sector. To mitigate these threats, this chapter provides 

a framework for legislative action that harnesses the power of U.S. 

and Indian industry and ingenuity, while safeguarding the freedoms 

and privacy of individual citizens. Through dynamic and cost-effec-

tive solutions, our respective law makers can make cyberspace a 

safer and more productive place.

The latent nature of this threat leads many in the private sector to 

forgo investment in security because it has not yet harmed their or-

ganization or because they mistakenly believe that they have nothing 

a cyber adversary would want. More important, they misunderstand 

that their own cyber insecurity has collateral effects on others—ef-

The growing global cyber security 
challenges demand that India and 
the U.S. seek ways to build a better 
foundation of mutual trust when it 
comes to cooperation on intelligence 
and counterterrorism. 
partnerships_

Steps to Private Sector 
Cyberspace Security, 
Prosperity & Freedom
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fects for which they are responsible. There is, therefore, a role for the 

central government to encourage actions that will improve the over-

all cybersecurity posture. That role, however, is not to set mandatory 

regulations. As the U.S. Government Accountability Office (GAO) has 

found, such an approach would be more like an anchor holding back 

U.S. entities while not providing additional security11. 

India and the U.S. should reject a regulatory approach and adopt 

legislation that will actually improve cybersecurity. Such legislation 

must be able to adjust to the continuously developing challenge that 

is today’s cyber environment. Additionally, any legislation must pro-

vide robust protection for privacy and individual freedoms. There 

are five key components that need to be included in truly effective 

cyber legislation: 

1. Enabling information sharing instead of mandating it; 

2. Encouraging the development of a viable cybersecurity liability 

and insurance system; 

3. Creating a private-sector structure that fosters cyber-supply-chain 

security ratings; 

4. Defining limited cyber self-defense standards for industry; 

5. Advocating for more private-sector efforts to promote general 

awareness, education, and training across America; 

Regulation is not the Answer

11 U.S. Government Accountability Office, Cybersecurity: Challenges in Securing the Electricity Grid, 

GAO-12-926T, July 17, 2012, http://www.gao.gov/assets/600/592508.pdf.

http://www.gao.gov/assets/600/592508.pdf
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Proponents of a regulatory approach believe that regulation will 

improve the general cybersecurity posture. The problem is that 

heavy-handed government regulation is a 19th-century solution for a 

21st-century problem. It simply will not help. Such proponents claim 

that “doing anything” is better than “doing nothing.” In fact, the reg-

ulatory approach can make matters worse than doing nothing. A net-

work of regulations will force a slow and static compliance culture 

on the most dynamic technology the world has ever known. It will 

set a standard that will do nothing more than offer an invitation to 

adversaries in cyberspace. They will know that regardless of what that 

standard is, they only need to exceed it by the slightest bit to do se-

vere damage. This clearly will not suffice if the goal is to improve the 

national cybersecurity posture instead of “just doing something” so 

that politicians and the public can feel better. 

Regulation, particularly federal regulation, is slow, cumbersome, 

and static. Once in place, regulations are very difficult to remove or 

even change. This is exactly the wrong approach for dealing with 

the fast-moving and incredibly dynamic field of cybersecurity. Cy-

bersecurity regulations will already be outdated on the day they are 

issued—and quick updates will not be possible. Faced with a slow, 

static standard, hackers, whether working independently or for an-

other government, will easily circumvent the standard. 

There Is a Real Issue Here 
While there is disagreement over the correct role of the federal gov-

ernment in cybersecurity, there is little disagreement that something 

Once in place, regulations are very 
difficult to remove or even change. 
This is exactly the wrong approach 
for dealing with the fast-moving and 
incredibly dynamic field of cybersecurity.
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must be done to improve the cybersecurity. The threats that India 

and the U.S face from adversaries in the cyber realm are real and 

daunting. Indeed there are three tiers of cyber threats to consider. 

First, cybercrime hits many Indians and Americans in the form of 

identity theft, phishing, or cyber vandalism. These crimes are usual-

ly committed by individual criminals, so-called hacktivists, or crim-

inal organizations, and represent the most common form of cyber 

threat. Next is the threat of cyber espionage. Espionage pursues 

large, important targets, such as military blueprints or proprietary 

business plans, and is often state-sponsored. Finally, while cyber-

crime and espionage are serious problems, the U.S. and India also 

face a threat from cyber warfare. The ability to impair the functioning 

of critical systems, as a stand-alone attack or in connection with a 

kinetic attack, is a worrisome proposition. Taking down communi-

cations, transportation, or other systems would severely impair the 

U.S. response to a physical attack, increasing the damage sustained.

 Nearly everyone understands that, for such serious problems, the 

respective federal governments have a role to play. Cyber legislation 

should contain the following six major components if it is to actually 

lower risk to private sector businesses and be sufficiently flexible to 

avoid a static culture of compliance. 

Information Sharing is the Key
The first element of any legislation must be to enable and foster 

information sharing between the public and private sectors, and 

among private-sector entities themselves. 
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Effective information sharing is a critical and fundamental part of to-

day’s cybersecurity measures. Various organizations and government 

agencies collect and analyze information regarding cyber threats and 

vulnerabilities. Examples of the types of shared information include 

analysis of a completely new cyber-attack that penetrated an entity’s 

system, or the discovery of a hole in the coding of a piece of software. 

This information is helpful to all cybersecurity actors as it allows them 

to prepare for these threats and patch or disable offending software. 

Unfortunately, critical data on threats and vulnerabilities often re-

mains locked within each company or organization due to different 

concerns and fears. These include fear of liability if shared informa-

tion turns out to be wrong or causes unintended damage; concerns 

that sharing information could put proprietary information within 

the reach of Freedom of Information Act (FOIA) requests by compet-

itors; and worries that shared information might be used against a 

company by regulators. 

Our governments have their own rules, concerns, and processes 

that inhibit information sharing on its part. While these process-

es must be respected, they should not be considered sacrosanct. For 

example, the government is reluctant to share intelligence for fear of 

revealing classified “sources and methods.” This reluctance should 

be overcome by more appropriate classification of information and 

providing more clearances to appropriate personnel in the private 

sector. By opening up the process, industry’s confidence, trust, and 

ability to work with the government will improve, increasing oppor-

...governments have their own rules, 
concerns, and processes that inhibit 
information sharing on its part. While 
these processes must be respected, they 
should not be considered sacrosanct. 
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tunities for private and public collaboration. 

There are four steps that can be taken to enable and encourage 

the needed cyber information sharing. First, we must remove bar-

riers to voluntary private-sector sharing. Voluntary sharing will also 

allow organizations with manifest privacy concerns to simply avoid 

sharing their information, while still receiving helpful information 

from the government and other organizations. 

Second, those entities that share information about cyber threats, 

vulnerabilities, and breaches should have legal protection. The fact that 

they shared data about an attack, or even a complete breach, with the 

authorities should never open them up to legal action. This is one of 

the biggest hindrances to sharing today, as it seems easier and safer 

to withhold information than to share it, even if it will benefit others. 

Strong liability protection is critical to expanding information sharing. 

Third, the information that is shared must be exempted from Gov-

ernmental systems like the U.S. FOIA requests and use by regu-

lators. Without such protection, a competitor can get its hands on po-

tentially proprietary information through a FOIA action. Alternatively, if 

information is shared with a regulator, it will dampen voluntary shar-

ing, since organizations will fear a backlash from regulators, who could 

use shared information to penalize a regulated party or tighten rules. 

Fourth, the government must be compelled to share information 

and intelligence with the private sector much more quickly and com-

pletely than it currently does. If that is not done, the private sector 

will never build any confidence that it is truly a partner in the fight to 
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maintain the security of computer networks. 

Cyber Insurance Will Encourage Responsibility
The creation of a workable liability system often naturally leads to the 

development of an insurance system against liability. The insurance 

function allows a further spreading of risk in a way that fosters broad 

private-sector responsiveness. With enough data, insurance compa-

nies routinely and efficiently price the comparative costs and benefits 

of preventative actions and require cost-effective protective measures 

as a condition of insurance. Indeed, in maturing markets, insurance 

companies often take the lead in setting reasonable standards of care.

Cyber-Supply-Chain Security Is Essential
One of the biggest holes in the global cyber system is in the area 

of supply chain security, especially hardware and key infrastructure 

components. 

Once malicious hardware has been built into a chip, a hardware 

attack can be initiated and act in a wide variety of ways. An attack can 

be internally triggered, based, for example on the arrival of a partic-

ular calendar day. Alternatively, an external trigger could be hidden 

within data sent by an attacker. More complex hybrid triggers could 

also be used. For example, a malicious circuit hidden within a GPS 

chip could be configured to attack only when the chip is located in a 

specific geographical area after a certain date. 

This risk must be mitigated without impairing the highly effective 

global system that keeps cutting-edge technology affordable and 

Our respective law enforcement, 
military, and intelligence communities 
are not capable of addressing all cyber 
breaches and attacks that occur across 
the growing network of the cyber realm.
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accessible to most people. The American Open Group consortium, 

an organization focused on improving businesses through IT stan-

dards, has developed the most viable model to deal with the supply 

chain, and it should be adapted by Congress. An effective cyber pol-

icy should establish a nonprofit organization that will evaluate and 

accredit technology companies’ supply chain security, even to the 

point of giving them grades. 

For example, if a company has outstanding supply chain security 

across its entire global process, it would receive a high grade. Anoth-

er firm might have a less comprehensive system and only receive a 

middling grade. Those companies with the highest grades would be 

able to charge higher prices for their technical equipment and soft-

ware than companies with lower grades. This has the benefit of giving 

the consumer a way to “vote” on the level of security he or she feels 

is adequate and make better risk-based decisions on the acquisition 

of technical equipment. If an organization needed multiple systems 

for a certain budgeted amount, it might have to buy from a company 

with a lower grade. Again, market forces would push companies to 

have better security in order to have a competitive advantage, while 

allowing the consumer to make more informed choices. 

Cyber Self-Defense To Utilize All Assets
Presently, there are no well-defined rules to tell businesses what 

they can and cannot do to establish self-defense mechanisms in the 

cyber domain. Our respective law enforcement, military, and intelli-

gence communities are not capable of addressing all cyber breach-

P
O
L
I
C
I
N
G



INDO-US COOPERATION ON INTERNET GOVERNANCE & CYBERSECURITY

42

es and attacks that occur across the growing network of the cyber 

realm. At the same time, many companies have internal capabilities 

to fight back against those who threaten to pillage their intellectual 

property or corrupt their critical data. This is not to advocate making 

the Internet more of a Wild West environment than it already is—

quite the contrary. It is an attempt to codify rules within which cyber 

self-defense can take place. These would need to be realistic and 

have provisions to inform and foster cooperation with law enforce-

ment. They would also have to allow actions beyond simple static 

defensive measures. This would clearly be a controversial compo-

nent, but nonetheless an important one. 

Awareness, Education, and Training Is Often Forgotten
The Public in our two countries recognize that there is a problem with 

securing the cyber domain. They hear about it regularly on the news, 

and know, abstractly, that it is there. The difficulty is that they receive 

mixed messages. What the public lacks is consistent, accurate, and 

up-to-date information. More must be done by the private sector and 

local organizations to bring this issue to the attention of the public. 

There must also be a viable program of professional base-level 

training that is encouraged for the general non-IT workforce. Nearly 

every job now involves the use of digital devices in some aspect 

of work. The general workforce must receive continuing education 

that goes beyond the present systems that accomplish little beyond 

checking off a box. These cyber “survival skills” should employ a dy-

namic curriculum, developed by the private sector, which keeps the 

Enable cyber information sharing by 
removing ambiguities, providing strong 
protections to sharers, and establishing 
a public-private partnership to facilitate 
sharing.
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workforce current and prevents it from being easily victimized. Any 

legislation should acknowledge this and encourage meaningful but 

dynamic training from nongovernmental sources. 

A Cybersecurity Policy that Works 
The U.S. and India should both pursue a unified cybersecurity policy 

that avoids a cumbersome and expensive regulatory approach and 

includes the five key elements that will produce truly dynamic cyber-

security defenses. Such an approach should: 

• Enable cyber information sharing by removing ambiguities, provid-

ing strong protections to sharers, and establishing a public-private 

partnership to facilitate sharing. Entities that share cybersecurity 

information need certain protections. These protections include ex-

empting all shared information from Information search requests 

and regulatory use, and providing information sharers with strong 

liability protection. Effective information sharing requires the gov-

ernment to share fully and in a timely manner with the private sec-

tor through a public-private partnership. 

• Promote the development of a viable cybersecurity insurance 

system. Liability for irresponsible cybersecurity actions should 

be established. Ultimately, such a system returns cybersecurity 

liability to those who are largely responsible for cybersecurity 

losses. The natural establishment of a cyber insurance commu-

nity will then assist in the administration of risk assessments and 

foster improved security methodologies. 

• Encourage the creation of cyber-supply-chain security ratings. Such 
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ratings should be granted by a nonprofit organization that will as-

sess the surety of an organization’s supply chain. By promoting 

such ratings, consumers will be able to make risk-based decisions 

and support better security by tying it to their profit motive. 

• Clarify boundaries and standards for cyber self-defense. The 

terms of an entity’s right to self-defense must be set within rea-

sonable limits. Such terms would allow entities with the correct 

capabilities to take active measures to protect themselves with-

out usurping the responsibility or authority of the government. 

• Advocate more private-sector awareness, education, and train-

ing for the general population. Such an effort will ensure that the 

public becomes an asset, not a liability, in the struggle. Making 

the public more aware, without hype or feel-good security mea-

sures, is a start. Ongoing cyber education for the general work-

force must also be promoted through standardized yet dynamic 

education programs, most likely originating in the private sector. 

This must be a major priority, not a minor ancillary effort. 

Cybersecurity is one of the most critical issues we face today. The 

threats are real and the need is pressing. Despite the best intentions 

of those involved, a regulatory basis simply will not work. It will not 

improve security and may actually lower it by providing a false level 

of comfort and tying the private sector down with outdated regu-

lations. Cyberspace’s dynamic nature must be acknowledged and 

addressed by policies that are equally dynamic, and that leverage 

market forces.

Cybersecurity is one of the most critical 
issues we face today. The threats are 
real and the need is pressing. Despite 
the best intentions of those involved, a 
regulatory basis simply will not work.
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In the United States there is a real estate saying: The value of a 

home is based on “Location, location, location.”  What is true of 

real estate is equally true of critical aspects of cybersecurity and 

computing services.  It is an amazingly intricate question simply 

to determine whose law will apply to a dispute. Often the physical 

location of a piece of data or information is critical in determining 

which sovereign nation controls that data. Likewise the physical lo-

cation of a criminal or a victim may determine the applicable law. 

And sometimes the laws will conflict, placing law-abiding citizens 

and corporations under inconsistent obligations. As a consequence 

one significant need it for a coordinated approach to the law of cyber 

crime and cyber jurisdiction.

The increase of legal uncertainty and jurisdictional problems is, 

to some degree, inevitable. In these times of economic constraint, 

users around the globe will seek solutions that promise savings, low 

overhead, and maintenance-free networks associated with remote 

legal perspectives_

The Problems of 
Jurisdiction
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data storage or access. But one cost is often overlooked – the un-

certainty of law and jurisdiction. This uncertainty is inherent in the 

distributed nature of a cloud-based service systems. Almost by defi-

nition, cloud-based adaptation takes advantage of the dispersed, 

globalized nature of the Internet.

But the Internet has a real world physical presence with its fiber 

optic transmission lines and server farms. Every data storage fa-

cility is located somewhere. And when that “somewhere” is not in 

the United States, Americans run the increased risk that the data 

stored overseas will be subject to the sovereign control of the coun-

try where the data is located. Likewise, for Indian companies whose 

data is stored overseas. If, as some say, geography is destiny, prin-

ciples of good governance and caution require agreement between 

countries to better control their own destiny. 

But today, there is no international standard that governs the 

question of data sovereignty. Nor is any multi-lateral institu-

tion likely to sponsor an agreement of this nature in the near future. 

Rather, disputes about the control of data are resolved on a case-

by-case basis, often turning on geography and/or economic factors. 

Hence the time is ripe for an Indo-U.S. dialogue on the definition of 

and jurisdiction over cyber crime.

To date, however, the legal frameworks of the U.S. and India tend 

as much to diverge as they do to converge. While both see cyber 

intrusions as criminal in nature, their approaches differ and their as-

sertions of jurisdiction will as often compete as they will cooperate. 

The foundation of Indian criminal cyber 
law is the Information Technology Act 
of 2000 as amended in 2008. That law 
defines ‘Computer’ as any electronic 
device with data processing capability. 
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The foundation of Indian criminal cyber law is the Information Tech-

nology Act of 2000 as amended in 2008. That law defines ‘Computer’ 

broadly to virtually any electronic device with data processing capabil-

ity, performing computer functions like logical, arithmetic and memo-

ry functions with input, storage and output capabilities and therefore 

any high-end programmable gadgets like even a washing machine or 

switches and routers used in a network can all be brought under the 

definition. The 2008 amendments added “communcations devices” to 

the scope of the law to insure that iPads or other similar devices on Wi-fi 

and cellular models were protected. Indian law, by contrast with Amer-

ican law, goes on to criminalize a series of particularized acts: offences 

such as the sending of offensive messages through communication 

service, misleading the recipient of the origin of such messages, dis-

honestly receiving stolen computers or other communication device, 

stealing electronic signature or identity such as using another persons’ 

password or electronic signature, cheating by personation through 

computer resource or a communication device, publicly publishing the 

information about any person’s location without prior permission or 

consent, cyber terrorism, the acts of access to a commuter resource 

without authorization, such acts which can lead to any injury to any 

person or result in damage or destruction of any property, while trying 

to contaminate the computer through any virus like Trojan etc. 

American law has similar broad coverage. The Computer Fraud 

and Abuse Act (CFAA) does not speak with such specificit. Instead 

it makes it a crime to knowingly access a protected computer with-

out authorization or exceeding authorized access – a definition that 
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more or less covers each of the areas specified under Indian law.

More interestingly, American law purports to have a wide jurisdic-

tion. It begins by a protected device as any computer which is used 

in or affecting interstate or foreign commerce or communication, in-

cluding a computer located outside the United States that is used in 

a manner that affects interstate or foreign commerce or communica-

tion of the United States. In effect, virtually every computer is within 

the scope of the law because virtually all communications on the 

network are interstate in nature. Indeed, given degree to which in-

ternational traffic transits American servers this jurisdictional grant 

covers many computers in India and elsewhere around the globe.

By contrast, under Indian law the scope of territorial jurisdiction is 

confused and not satisfactorily addressed. Jurisdiction grants are 

identified as part of the judicial process and in identifying police pow-

ers, but without defining clearly the locus of the offense. Since cyber 

crimes are essentially borderless, this may lead to competing asser-

tions of jurisdiction within India and between India and other nations.  

The core of the problem then is that cyber crime is geography-ag-

nostic, borderless, territory-free and generally spread over territories 

of several jurisdiction. At a minimum Indo-U.S. cooperation should 

attempt to define mutually agreed upon criteria for addressing is-

sues that are of potentially joint concern. More ambitiously, they 

should seek to harmonize the approach to cyber crime and other 

security related issues and, in the end, create a joint task force struc-

ture for mutual assistance.

Cyber crime is geography-agnostic and 
spread over several jurisdictions. Indo-
U.S. cooperation should define mutually 
agreed criteria for addressing issues 
that are of potentially joint concern.
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Ultimately, any agreement that emerges out of a U.S.-India con-

versation must first take into account the differing realities of 

these two countries. These have been written about: the differing siz-

es of the cyber markets and maturity of businesses in this domain as 

well as the differences in the stages of innovation, military prepared-

ness, cyber capacity, overall connectivity, and even the state of the 

critical infrastructure industries. The different phases of evolutionof 

the U.S. and Indian cyber domains have come to shape their respec-

tive policy approaches. 

For the U.S., the market must be allowed to breathe and innovate 

in order tomaintainthe conditions that have so far helped the growth 

of the cyber industry. The U.S. is, therefore, keenly pushing values 

and policy imperatives that enable the internet to remain a free trade 

zone. Any cyber security policy decisions must protect U.S. gov-

ernment and businesses, while at the same time, not restrict their 

growth.The U.S. government is focusing much of its attention on 

Possibility of a Synergy
By LISA CURTIS & SAMIR SARAN

conclusion_
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protecting critical infrastructure industries (CIIs)and addressing cy-

ber-terrorism threats. 

In India, a nascent cyber market,the role of the government ex-

pands beyond strategic security decisions. Protecting CIIs, address-

ing growing cyber terrorthreats, educating the growing number of 

internet users on issues of cyber security, and advising businesses 

on cyber security standards all go hand-in-hand with investing in 

creating cyber security professionals. 

Despite these differences in approach, the two countries are inter-

ested in addressing similar challenges, including cyber terror-

ism, the need for cyber security specialists, and the growing threat 

of cyber attacks. Both countries need to harmonize their approach-

es towards cyber crime, set standards of cyber security,and set out 

guidelines and protections for information sharing. 

A dialogue on the issues mentioned is a healthy first step to secur-

ing cyberspace for ordinary users, businesses and the government. 

Settling the issues of cross-jurisdiction pertaining to cyber crime 

could be an area where the U.S. and India take the lead. 

There should be a digital agreement that apportions the jurisdic-

tion across the value chain, right from the time the digital communi-

cation is initiated to where the data rests. Shared jurisdiction should 

take into account various factors of cause and effect in a manner 

similar to the dual taxation policy that exists. This effort could build 

on the work done in the Budapest Convention. 

There also is a need to addresscurrent internet governance struc-

There should be a digital agreement 
that apportions the jurisdiction 
across the value chain, right from 
the time the digital communication is 
initiated to where the data rests.
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tures. The question raised about ICANN’s jurisdiction is a pertinent 

one. Whereas currentlyU.S. jurisdiction applies, this may be unac-

ceptable in the long run to India and other powers. The U.S. and 

other countries must consider whether moving ICANN under inter-

national law could help create broader consensus among nations.

The rise – and subsequent threat – from China brings both coun-

tries closer. So does the ever-growing threat of cyber attacks 

from non-state actors. Both countries have been working on norms 

of behavior in cyber space, an effort that should be sustained.

The question of harmonizing domestic law and processes might 

prove to be more complex, as India is at a nascent stage of its inter-

net proliferation. Given that the Indian market will adopt the internet 

on a variety of low cost devices with low security standards, the 

government might well have to step in to ensure security standards. 

This is quite different from the U.S. market. Therefore, it could be an 

uphill challenge for U.S. companies to persuade Indian lawmakers 

to change their strategy. However, if the thrust of the Indo-U.S. in-

teraction focuses on providing high security with low cost products, 

coupled with knowledge-sharing platforms, the two countries’ inter-

actions on these issues might be more fruitful 

The U.S. and India have much to gain in deepening their cooper-

ation in cyber security. If both sides work toward a unified approach 

to the challenges facing the cyber security world, it would signal that 

the digital leaders are ready to take on the responsibility to craft a 

more secure – yet more open – cyberspace.
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